Protecting Student’s Privacy when Using the Internet in Classrooms

Recent surveys about the Internet have revealed that lack of privacy is a major public concern. Many people, especially parents, are increasingly uncomfortable about the amount of personal information that is being collected from and about their children. Educators need to pay close attention to these concerns when students are using the Internet at school.
A student’s personal information includes name, birthdate, address, telephone number, e-mail address, educational information, and anything that identifies an individual, including photographs.  Under the B.C. Information and Privacy Act, schools are not allowed to disclose a student’s personal information without the consent of the student’s parent.
When using web-based services that collect student’s personal information, teachers must obtain parental consent.  
In the permission letter to parents, teachers must outline:

· What web-based service you plan to have the students use and the educational benefits.  Include the URL so that parents can check the site out for themselves, if they wish.

· What type of information students will be placing on the web-based service

· What options students will have to protect their privacy

· What you will be doing as a teacher to make students aware of privacy issues and how you will monitor the students’ use of the technology

· Describe or attach the web services’ privacy and security policies

· What the alternatives are for students whose parents do not give permission
A template letter is attached.

Dear Parents:

In our classroom over the (period of time – next month, next two months, etc.) we will be using (name of web-based service).   

(Describe what students will be doing with this web-based service and the educational benefits)

(Describe the types of personal information students will be placing on this web-based service)

(Describe the privacy and security policies of the web-based service and include the URL so parents can check it out themselves.)

(Describe the options student will have to protect their privacy)

(Describe what you will be doing as the teacher to make sure students are aware of the privacy issues and how you will monitor the students’ use of the technology.)

(Describe the alternatives for students whose parents do not give permission)
I am writing to ask that you give permission for your child to participate in this Internet-based learning opportunity, under the conditions outlined above.    If your child has your permission to participate in this project, please return this letter with your signature below.  Please feel free to contact me if you have any questions.

Sincerely

(Teacher name and contact information)
I              (NAME)___________________________ give permission 

for my child                     (NAME)________________   to participate in the web-based classroom project as outlined above.

________(SIGNATURE________________                __________(DATE)______________
Protecting Students’ Privacy when Using Blogs in Classrooms
From an online article by Mr.Kuroneko, posted on blog.classroomteacher.ca  
If you publish a classroom blog, are you putting your students at risk? Maybe. The internet is a powerful tool and like cars, glue and the force, it can be used for good and evil.

The Risks

Here are three reasons why we need to consider how much personal information is intentionally or accidentally revealed.

· The most obvious is the creepy stranger lurking on the internet that your parents always warned you about.

· Less obvious is the custody battle that may be taking place behind the scenes.

· Finally, there is the issue of student-on-student bullying – either this year, or somewhere down the road. (You google someone’s name, find some old student work and make fun of them about the content or writing quality.)

Personal Information Revealed

What kind of information is out there? Use the google search box to google your name, both in quotes, and without quotes, and see what you get.

Students are usually not technologically-savvy enough to manage their name on the internet. The internet has a long memory, and in fact, it can be very difficult to manage your brand online. Here are some of the pieces of personal information that can be inferred after going through a school website or classroom blog:

· (approximate) age or grade

· name (first, first and last initial, or full name)

· gender

· race / culture / religion

· friends and who they hang out with.

· name of their school, their teacher, and the approximate location of the city where they live in (by guessing the school catchment area.)

· where they will be Monday through Friday between approximately 9 to 3.

· recent classroom or school events.

· personality traits: shy, outgoing, low or high self-esteem, computer literate.

Put it together, and you can know a fair bit about a student.

Mind you, students often place themselves at risk with unsafe internet practices (i.e. facebook, chatrooms, multi-player Role Playing Games). However, with a classroom blog, the onus is on the teacher to provide a safe, environment to explore the medium.
 How to Protect Your Students’ Identities

It’s a fine balance between protecting your students’ personal information and giving credit to recognize and celebrate your students’ achievements. Ultimately it’s a joint decision that has to be made by all of the people involved: students, teachers, school administrators, and parents/guardians.

Here are some things to consider when you are trying to protect your students when they publish their work online in a classroom blog or school website:

1. Raise awareness about the issue and the need for more concern about what student information gets published online.

2. Consider not publishing the school’s name, or linking to and from the school website. (For example, in one of our student blogs, we simply disclose that it’s a Grade 8 classroom in Ontario, Canada.)

3. Consider having students publish under generic names (i.e. student 8305) or pseudonyms. (Note that pseudonyms can still reveal personality traits.)

4. Moderate all student posts and comments to remove any identifiable information. (Names, nicknames, family member names, etc)

5. Consider hiding your blog from the search engines

6. If you use a blog to publish your student work, consider turning off the update notification service. 
7. Consider publishing your students’ work as “private posts”.

8. Consider making your blog a private blog by locking down the IP addresses so that it can only be accessed from certain computers. You could also use a WordPress plugin to like Members Only to require users to login with a password.

9. A blog uses something called an RSS feed to syndicate content around the world. To put it simply, anyone can download an RSS reader or use Microsoft Outlook to subscribe to your classroom blog. When new posts are published on the blog, they automatically receive updates of the post. If you want to restrict the RSS feed to specific users, then you’ll need to install a plugin like Feed Keys.

